GDPR SECURITY COMPLIANT CHECKLIST

FuLL COUNCIL MEETING REPORT 33/26 10 AuGUST 2026

The purpose of this Report is to provide Members with a security compliance checklist.

No. DETAILS

1) BACKGROUND

a) Assertion 10 of the Annual Governance and Accountability Return (AGAR) relates to Digital and Data
Compliance. Whilst staff can be briefed on this, itis viewed as best practice to confirm that Councillors are
also aware of their responsibilities with regards to data protection and the handling of sensitive maters.

b) Thiswas highlighted as good practice during the recent internal audit.

c) The Policy & Resources Committee discussed this at their meeting of 14" July, and agreed to recommend
that Members undertake the checklist to demonstrate understanding of their data protection
responsibilities.

2) THE CHECKLIST
a) The checklist drafted by the Policy & Resources Committee is attached to this report, and members are
recommended to go through it and return completed checklists to the Clerk for storing.
b) Ifthere are any queries about specific terms, Members should discuss any concerns with the Clerk.

3) RECOMMENDATION
Members are recommended to:
Agree to complete the checklists and return them to the Clerk.
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GDPR Security Compliance Checklist

All councillors should complete the security checklist below to show compliance. Records should be
retained whilst they remain in office.

Yes/No

Computer is password protected

Email is password protected

Mobile devices are password protected

Flash drives are password protected

External hard drives are password protected

Cloud access is password protected

Hard copy files are held securely

Anti-virus software is up to date

No one outside the council has access to your council
information

Councillor name:

Councillor signature:

Date:

If “No” is answered to any of the above questions, please provide a date that compliance will be met by:

Date:

Note that although passwords are referred to in this checklist, appropriate biometric authentication
such as fingerprint or facial recognition software is also considered acceptable in place of, or in addition
to, more traditional passwords.
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